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Xé»- |1AY, sé»=+ céd»‘ thE°&d»*ng ga2-p

Li upload source hoc download na chng thi b disconnect va khéng vao c
website

-Ly do: bn kt ni qua nhiu connection vao server, h thng firewall nhm tng bn ang tn céng server nén
banned IP ca bn

-Khc phc:
+nu s dng adsl bn cé th ch ng tt/ m modem ISP cp IP mi
+nu s dng IP tnh, bn cung cp IP cho kythuat kythuat h tr bn kim tra va remove IP
+ v x ly lau dai, bn nén hn ch s Ing connection vao server khoéng b firewall chn na

*Firezilla: edit > settings > transfers

*Cute FTP: Tools > global options > connection

Truy cp website bng Firefox hoc Chrome gp cnh bao ma c

Hin ti c6 website ca quy khach b google block dn n vic khi truy cp vao tén min 6 bng firefox, google
chrome b chn va hin Ién théng bao nh sau:

Reported Attack Site!

This web site at domain.com has been reported as an attack site and has been blocked
based on your security preferences&hellip;&hellip;..

hoc tim kim trén google hin th "website cé hi cho may tinh"...
2 nguyén nhan chinh dn n vic mt s website b block access nh sau:
1: Website b chén ma ¢

2: Website cha ni dung ko lanh mnh.

V vn website b chén ma c,hin nay cé 1 loi virus va céc bin th ca né cé chc nng nh 1 keylogger khi
nhim vao may tinh ca cac webmaster, loi virus nay co chc nng lu li hot ng ca ban phim nhm n cp mt
khu, c bit la cdc account FTP, cpanel, email&hellip; Ching t ng tim tt ¢ cac file cé tén index.php,
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index.html, default.aspx, default.asp&hellip; trén may tinh ca nn nhan va trén host bng account FTP
a thu thp c sau 6 t ng chén thém code load iframe ti ng link cé cha virus. Nhng trng hp nay u b bot
ca google phét hin ra va lit vao danh sach domain blacklist.

Chi tit v vn nay, quy khach cé th tham kho ti:

http://www.quantrimang.com.vn/baomat/bao-mat/tin-bao-mat/68224 Nhieu-web-Viet-bi-Google-
canh-bao-dinh-ma-doc.aspx

Cach x ly khi phat hin website b nhim ma c:
1: Cai t chng trinh dit virus va upgrade 1én phién bn mi nht, va quét li toan b may tinh.

2: Kim tra cac file c6 name index.* , Default.* trén host va tim ra code cha ni dung iframe loi b nu
cm thy nghi ng. Lén google search céc ng link cha trong iframe 6, bit théng tin chi tit va céch x ly.

Link check website online http://sitecheck.sucuri.net/scanner/

3: Sau khi chc chn may tinh khéng con nhim virus na, quy khach bt u i toan b info hosting, email,
ftp account&hellip; ( hoc cé th dung mt mdy tinh khéc ko cé virus i mt khu )

Cach g6 b cnh bao ca Google, Firefox, Google Chrome
Sau khi a dit virus va thdo ma c ra khi website hoan toan. Quy khach lam tip céc bc sau:
Cach 1:

Bn truy cp vao a ch sau va vit mt théng béo bng ting anh vi ni dung yéu cu Google kim tra li vic
block website ca bn vi website bn khong cha ma c. Sau 6 ch khong 1-7 ngay s c6 kt qu.

a ch: http://www.google.com/safebrowsing/report_error/?tpl=mozilla

Hinh hng dn: http://www.bang.vn/Bang_Data/9d60ed7e6b5b448c82ab688514974d6a.jpg

Cach nay nhanh va cng kha hiu qu.

Cach 2:

Bn truy cp http://www.stopbadware.org/request-review

Bc 1: http://www.bang.vn/Bang _Data/5a5c7b91c70079bc8ac275fe40c6aeld.jpg

Bc 2: http://www.bang.vn/Bang_Data/302e5dad519d4ec82369913a3b94e91a.jpg

Cach 3: S dng Google Webmaster Tools

Truy cp vao Google Webmaster Tools ca bn, trén phn Dashboard, chn site bn yéu cu kim tra bng
cach trén trang Overview, click vao &ldquo;Request a review&rdquo;. Yéu cu ca bn ang ¢ xem xét,
bn phi ch i ng nhan vién ca google xac thc li va website ca bn ¢ m khéa. (Thi gian 1-7 ngay)

chd y: sau 1-7 ngay website ca bn s c remove ra khi google cnh béo.

Bo mt website ma ngun m trén hosting Linux

Va qua, trén may chu hosting Chung téi nhan c kha nhiéu yéu cau vé trng hp website bi hack, bi
local acktack, chen ma 6c hoc bi fishing, sau khi kiém tra mét It, Chung téi phat hién trén cac web
hosting co rat nhiéu 16 hong hu ht u ¢ xay dng t cdc ma ngun m nh Joomla, Wordpress...

Chung téi a kiém tra, mot vai thong tin co thé tr giup cho cac bn vé trng hp trén nh sau:
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1. Th nhat

Th muc g6c cua website (va cac th muc con bén trong) ang c phan quyén vi chmod=750 va 755, cac
file php la chmod=644, vi quyén trén cac items nay la rat kem bao mat, cac website khac hoan
toanhcho thé thay c va oc ¢ n6i dung (code) cua cac file php.

2. Th hai

File config.php / configuration.php / wp-config.php co chmod=644 ngay c cac web "hang xom" khac
cng co thé oc va biét ¢ thong tin két ndi én database. Nén vic hacker tn cong t ay qua d dang va
motthi h a vao c database thi viéc ng nhap vao quan tri (admin cua website) la i€u khong kho.

3. Th ba

Sau khi a vao c quan tri. Cac hacker thng khéng é lai dau tich gi trén log cua hé théng nén khéng
thé xac inh ¢, ngoai ra hacker sau khi xam nhap vao admin thi ngay lap tc upload cac céng cu, shell
[én & vao m6t th muc nao o é dé iéu khién cho Ian sau. Chinh vi le 0 ma mét khi web a bi hack thi
khar:mg tai dién hack la rat cao.

4. Tht

la
m

+ Cac file trong template / theme dé bi iéu chinh.

+ Tat ca cac cau hinh éu é mc inh (VD: database van é tip au ng la: jos_, file configuration.php van é
tai th muc goc va khéng ma hoa...).

+ Mat khau Backend (tc Administrator) qua n gin.

+ Cac bugs cua ma ngun m cha c va.

Cac bin phap nhm tng cng bo mt :

Download toan bd web vé may local (backup) va thc hién ra soat mot It trén cac th muc xem néu
co file nao "la" thi vui long xoa é lam sach website.

Hoc vui long upload lai source code. Thng thi cac backdoor nay hacker dau trong cac th muc c phan
full quyn nh : Upload, images, ...

Vui long phan quyén cho tat ca th muc (ké ca th muc goc website) vi chmod=711. Cac file la
chmod=444 & an toan bao mat. quy khach cé th xem thém hng dn ti ay.

Reset lai toan b6 mat khau, bao gbm: mat khau database, mat khau quan tri web va mat khau cua
Hosting.

Co thé ma hoa PHP bng phng phap Zend cho file config.php / configuration.php / wp-config.php (hoc
cac file can bao mat code).

Sau khi thc hin cac thao tac trén Chidng téi khuyn khich bn: to Password Protect cho th muc admin
hn ch ti a tinh trng nay tai din.

Thng xuyén cp nht phién bn mi, cac bn va li.

T tim hiu vn trc khi gi h tr k thut - Web Hosting

Mc Lc:
1. H thng phan gii tén min (DNS)

Generated by P.A Vietnam Ltd 30f8



1.1. Kim tra vic phan gii tén min trén may Quy khach
1.2. Phan gii khong Ung IP ca may ch t website
2. Kim tra tén min
2.1. Tén min ht hn
2.2. Tén min Vit Nam (.VN) cha np bn khai
3. ng truyn
3.1. Xac nh li ng truyn
4. M3y ch & Website
4.1. Kim tra may ch 'con sng' khéng

4.2. Kim tra Website

Website ca Quy khach khéng truy cp c?
6i khi Quy khach hoan toan cd th tim hiu vn trc trc k thut va t gii quyt.

Di ay, Chung t6i xin lit ké cac bc ma Quy khach c6 th t kim tra trc khi gi h tr, vic lam chdng ta mt thi
gianchi:

Trc ht, gi nh tén min website ca Quy khéach la pavietham.vn:

1. H thng phan gii tén min (DNS):

Mi tén min u cé mt cm nhiu Server lam nhim v phén gii tén min, tc la cdc Server nay s cho bit tén
min ca Quy khach ang tr v IP may ch cha Website nao.

M Command Line va g& vao Inh PING:

C:\>ping pavietnam.vn
Pinging pavietham.vn [112.213.82.66] with 32 bytes of data:
Reply from 112.213.82.66: bytes=32 time=2ms TTL=124
Reply from 112.213.82.66: bytes=32 time=2ms TTL=124
Reply from 112.213.82.66: bytes=32 time=2ms TTL=124
Reply from 112.213.82.66: bytes=32 time=3ms TTL=124
Ping statistics for 112.213.82.66:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 10ms, Average = 9ms
Kt qu trén cho thy tén min pavietnam.vn ang tr v may ch c6 IP: 112.213.82.66. IP nay c6 Ung vi IP
ma Quy khach c cp khi ng ky dch v Hosting ti P.A Vit Nam khéng? bit Théng tin IP, Quy khach hay
tim li Email Théng tin Qun ly Hosting ma P.A Vit Nam a gi cho Quy khach.
Lu y rng trong thi gian s dng, P.A Vit Nam cé th chuyn Web Hosting ca Quy khach sang may ch mi cé
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IP khdc do nang cp, Quy khach nén chd y nhng théong tin v Web Hosting ca minh ré rang.

Nu trng hp Quy khach nhn c kt qu PING nh bén di:

C:\>ping pavietnam.vn
Pinging pavietham.vn [112.213.82.66] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 112.213.82.66:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Nu Quy khach nhin thy IP [112.213.82.66] tc la phan gii tén min cé hot ng, mt vai théng bdo li khac

nh Request timed out, PING: transmit failed, General failure thi la li do ng truyn, Quy khach hay
khoan quan tam vic nay.

Nu Quy khach khdéng thy IP xut hin, Quy khach s thy théng bdo li:

"Ping request could not find host pavietnam.vn. Please check the name and try again" thi tc la phan
gii ten min tht bi.

1.1. Kim tra vic phan gii tén min trén may ca Quy khéach:

Nu Quy khach c6 th PING ra s IP ca cac tén min nh google.com, vnexpress.net, tc la vic phan gii tén
min trén may tinh ca Quy khéach hot ng tt. Nu khéng ¢, Quy khach hay xem li:

+) May tinh ca Quy khach ¢ cu hinh dung DNS Public nh 8.8.8.8 va 4.4.4.4 la DNS ca Google,
208.67.222.222 la cca OpenDNS... Quy khach c6 th dung DNS ca Google nu nha cung cp ng truyn
Internet (ADSL/FTTH) khong cm, nhng khéng nén dung OpenDNS va cac IP DNS ma Quy khach khéng
bit ro.

+) Quy khach khdéng truy cp c website nao.

Va con nhng nguyén nhan khéac na. bit ré Quy khach ang trong tinh hung nao thi Quy khach hay nh
mt nhan vién IT tr gidp Quy khach vic nay.

1.2. Phan gii khong Ung IP ca may ch t website:
Nu Quy khach chc chn IP nay la sai, Quy khach cé th b vng vao cac vn sau:

+) DNS ca nha cung cp dch v ADSL/FTTH khong hot ng, hoc Modem ADSL ¢

Ham mail() khi s dng hosting ti P.A Vietnam Ltd

Ham mail() la mt trong nhng ham rt théng dng ca ngdn ng Ip trinh web PHP, né dung gi email ma
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khéng cn xac nhn tai khon vi may ch Email (SMTP Server cai sn trén chinh mdy ch Web Hosting).

Chinh vi n6 qua ph bin nén cac ma ngun website nh: Joomla, Wordpress, NukeViet, VBB... u tn dng
ham mail() ngi cai t |én Web Hosting khéng cn cu hinh gi thém. Mc du cac ma ngun trén cng c6 sn
mt bng cai t SMTP hoan chnh, vi Username & Password chng thc va kt ni n bt k SMTP nao khac,
ngay ¢ Gmail.com gi email i.

Cang v sau nay, khi vic gi th rac, la o, th gi mo tran ngp Internet - Hacker bt u khai thac nhng | hng
bo mt ca Website va cai vao 6 nhng on ma ¢, li dng ham mail() gi th trdi phép. Khi vic nay xy ra,
nha cung cp dch v Web Hosting buc phi tm dng account hosting ca bn bo v may ch. Bn nén bit rng,
knl mt may ch gi th rac, n6 s b cac may ch khac trén th gii anh gia xu (Blacklist) va t chi nhn email
nhiu ngay sau.

bo m cho may ch va ngn nga vn nn th rac, nhiu nha cung cp dch v Web Hosting chuyén nghip a phi
ngn cm vic s dng ham mail() khéng chng thc. Thay vao 0, ngi Ip trinh hoc Admin website phi chuyn
sang dung PHPMailer hoc nhng Module gi email cé chng thc tai khon vi SMTP Server.

Mt ly do khac la SMTP Server ngay nay cé th khéng con cai t trén cung mt méay ch vi Web Hosting,
va vic gi Email phi xac thc tai khon la chuyn phi lam.

Tham kho

http://kienthuc.pavietnam.vn/article/Linux-Hosting/Huong-dan-Thu-thuat/Cau-hinh-SMTP-voi-
Joomla.html

http://kienthuc.pavietnam.vn/article/Linux-Hosting/Huong-dan-Thu-thuat/Cau-hinh-SMTP-voi-
vBulletin.html

http://kienthuc.pavietnam.vn/article/Linux-Hosting/Huong-dan-Thu-thuat/Cau-hinh-SMTP-voi-
WordPress.html

http://kienthuc.pavietnam.vn/article/Linux-Hosting/Huong-dan-Thu-thuat/Su-dung-SMTP-cua-PA-cung-
cap-de-goi-Email-ma-nguon-PHP.html

Li trang trng... Hay c log file!

Tr li nhiu nm v trc, khi ma web server con hn ch tinh nng thi khi website gp li hoc do hacker c tinh do
li thi cac li s c hin th ngay trang web ma ai cng c6 th thy c né. i vi cac dong li code, ngi qun tr
website s bit c website ang b li gi, t 6 tin hanh khc phc li. Nhng i vi hacker, k 6 s s dng cac dong li
code nh mt loi | hng (thng gi la &ldquo;bug&rdquo;) va s dng né t 6 chim quyn iu khin toan b site.

Vi vy, 6 la ly do vi sao cac nha cung cp hosting hin nay, c bit ti PA Vit Nam lu6n thit Ip mc nh n on
bao li, thay vao 6 li s ghi vao log file trén host tng tinh bo mt cho website, thay vi ¢ cac dong li xut
hin va mt thm m, va gay khé khn thém cho hacker. Va khi n dong li code thi website truy cp thng s
xut hin "trang trng".

Va quy khach & tng gp cdc cau hi khi dung host PA Vit Nam nh: "Ti sao t nhién website ra trang trng
khi truy cp? Host PA Vit Nam c6 vn ? Lam sao Fix?" Thong thng quy khach s gi hotline 1900 9477 gp
k thut PA Vit Nam hoc gi yéu cu h tr gii quyt vn nay. C6 mt s tht Ia k thut cng khéng th bit "li trang
trng" ma quy khach gp la do nguyén nhan gi.

N6i nh vy quy khach bit la "li trang trng" hoc cac li i loi nh 500 Internal Server Error thi cé rt nhiu ly
do khac nhau dn n li nhng tt c u xut phat t 2 nguyén nhan:

1. Li xut phat t code trén website (do chnh sa, cp nht).
2. Li xut phat t thit Ip trong web server.
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Vy gii phap la gi?
fix li, chdng ta cn bit nguyén nhan, khi bit nguyé&n nhan ri thi du quy khach la ngi tp lam code hay

ngi lam web chuyén nghip cng u cé kh nng t sa li bng cach c log file ang lu li li trén host, khi é ching
ta s bit chinh xac nguyén nhan.

i vi "Li trang trng":

100% li nay u xut phat t code ca quy khach nh chnh sa code khi cha cé kinh nghim, gi ham khéng tn
ti, sai cu phép code, tha du, v.v&hellip; Vi vy, fix li thi quy khdc hday m file c6 tén error_log i vi
Hosting Share (vi tri file trong th mc public_html nu la li ti trang ch hoc ti folder ma website ca quy
khach ang s dng hin thi nh trang admin, v.v...) |én xem.

Con i vi server riéng (VPS/Dedicated) thi quy khach m file cu hinh domain ang b li s thy dong khai
bdo v tri log file vat 6 cé th xem c né.

Ni dung file log cé dng nh sau:

[01-Nov-2015 09:40:17 UTC] PHP Warning: stripslashes() expects parameter 1 to be string, object
given in /home/user0l/example.com/public_html/index.php on line 25

[01-Nov-2015 09:40:17 UTC] PHP Fatal Error: 500....ccceeieieiriiiiie e eee e e neeae e
Trong 6, ¢ 2 loi li PHP la:

PHP Warning &ndash; ay la cnh bdo mc binh thng, cdc warning nay s khéng nh hng n vic website b
gidn on. N6 s xut hin nu code ca quy khai bdo debug (nh error_reporting())

PHP Fatal Error &ndash; ay la li nghiém trng khi PHP khéng th tip tc chy c nu gp phi. Né chinh la
nguyén nhan dn n "li trang trng".

Cac li trong erro_log s c ghi thanh tng dong, mi dong la mt In bao li. Tc la ¢ 1 It truy cp s ghi mt hoc
nhiu dong va céth Ip li nhiu In. ¢ log li nay, quy khach s c t trén xung di ng vi thi gian hin th.

Trong tng dong li, quy khach s bit c ¢ la li gi va file nao ang bao li lién quan. Y ngha ca li s c6 th tim
trén Google hoc nu la Ip trinh web, quy khach s bit né la gi tin hanh sa cha.

i vili 500 Internal Server Error:

Li nay xut phat t thit Ip ca Web server nh code sai cl phéap, file hoc folder hoc ¢ 2 phan quyn sai
khin Web server khéng khi ng c. Chinh x&c hn la trinh duyt web ti may tinh ca quy khach khéng nhn
c d liu t may ch truyn v.

Khi s dng Share Hosting thi li nay thng do 2 nguyén nhan:

1.hNi dung file ".htaccess" sai cu phép, bin s dng (nh php_flag, php_value) khong c Web server chp
nhn.

2. Do phan quyn (chmod) sai file .htaccess hoc cac file/folder trong host. (Xem phan quyn chmod ti
ay: http://kienthuc.pavietnam.vn/article/Linux-Hosting/Huong-dan-Thu-thuat/Huong-dan-CHMOD-File-
va-Folder-tren-hosting-Linux.html)

Fix bng cach i tén file ".htaccess" thanh "htaccess.bakup" hoc xéa file ".htaccess" (khéng khuyn
khich) ri truy cp li. Nu vn bao li thi quy khach hay chmod file ".htaccess" v ing quyn 644.

Nu quy khach dung server riéng (VPS/Dedicated) thi hay m file log ca Web server ra, né s nm trong

th mc /var/log/httpd (Apache) hoc /var/log/nginx (NGINX) xem file cu hinh nao b li, thng thi s phat
sinh ra trong lUc quy khac thao téc cac file cu hinh VirtualHost.

Li kt
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Vic quy khéach bit c file log s gilp quy khach sa c phn nao li thay vi phi lién Ic khp ni hi.

Va quy khac cng nén nh, tt ¢ mi li trong website u ¢ ghi vao file log bao gm li 500, li trang trng, li
khéng upload c nh, v.v&hellip; nén ta c tp trung vao file log ma c fix li.

Hy vng, qua bai vit khai quat nay s gilp quy khach s dng hosting ti PA Vit Nam c tt hn, yén tam cht
Ing va xng dng khon u t ma quy khéach a b ra.

S dng nhiu version PHP trén 1 hosting cPanel

Hi: Nu bn c6 2 website s dng wordpress , 1 web s dng php 5.6 (bt buc) abc.com va 1 web xyz.net
dung php 7.3

thi téi s dng trén cung hosting c ko ?

Tr li: Hoan toan c

Céach thc hin

vao PHP Selector ca cPanel chn PHP 5.6, nh qua mc module check cac ext s dng va lu li

ay s la version mc nh ca ton b hosting

set website xyz.net s dng php 7.3 bn vao multiphp_manager

Chn website xyz.net va chn version PHP 7.3 (ea-php73) va lu li

sau 6 bn check li phpinfo

Luy 1 s wordpress version ¢ khi cu hinh php7.3 trén PHP Selector b li "Your PHP installation
appears to be missing the MySQL extension which is required by WordPress" va cach fix la cu hinh
php 7.3 trén multiphp_manager

Ly do php 7.3 trén multiphp_manager chy c la do c6 cai ext ea-php73-php-mysqind.x86_64

Tuy nhién theo khuyn cdo gii phap tt nht khc phc li "Your PHP installation appears to be missing the
MySQL extension which is required by WordPress" vn la nang cp Wordpress Ién phién bn mi nht
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