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Joomla

Cu hinh SMTP vi Joomla

Nh cac bn a bit, do ham mail() ca PHP khi gi mail khéng cn chng thc SMTP (khi gi mail khéng cn khai
bao a ch gi i va chng thc mt khu SMTP gi mail hp 1), ch cn khai bao a ch gi nla c6 th gi mail thanh
cbng va chinh iu nay dn n tinh trng server b t chc chng Spam quc t ngn chn va khong th gi-nhn mail
c na vi b a vao danh sach Black List.

Do vy, PA & chn ham mail() tradnh trng hp trén xy ra.

Tuy nhién cac bn c¢é th gi mail thanh cdng t website bng cach théng qua th vin phpmailer khi cu
hinh SMTP y trong form gi mail trén website thc hin gi mail hp .

Nhng khi website ¢ xay dng t ma ngun m Joomla thi sao ?
+ ng nhp vao qun tr Website (Vi d: http://www.PAvietnam.vn/administrator)

+ Vao menu Site >> Global Configuration >> chn Tab Server (i vi joomla vit hda thi Site ---> Cu
hinh chung ---> tab may ch )

Ti phn Mail Settings chn va nhp cac thong tin sau:

1.S dng mail hosting :

Cu hinh bo mt website Joomla

Cac website s dng ma ngun m nh Joomla, WordPress, Nuke... mrt d b tn cdng, n gin la vi né qua ph
bin. Khi phat hin mt | hng bo mt, cdc hacker s tn dng né viy xu, thng la website ca bn s b chén ma
¢, lidng qung cdo, la o...

Khi ti website Ién may ch Share Hosting, bn cn lu y thit Ip cdc bo mt c¢n thit vi nha cung cp dch v s
khéng th giup bn c nhiu, mt khi website a b hack va chén th vao tp tin va database.
Nhng nguyén nhan dn n website Joomla b hack

Quyn trén cac folder/file khéng bo mt

Mt khu Backend (tc Administrator) qua d dora

Khéng c6 Password Protect th mc Backend

S dng cadc Module/Extension ca mt cd nhan/hdang nao 6 Ip trinh kém, s dng bn crack/null (& cha sn
shell script ) c tung Ién mng

Cac thit Ip cn thit

Bo mt cho Website Joomla la mt nhan t quan trng gép phn bo v Website trc cdc am mu tn céng cé
ch ich cng nh v6 tinh, gitp cho Website luén hot ng n nh va bn vng. Nhiu qun tr Website ch t trng
tam vao vic thit k, cp nht ni dung va gianh th hng cao trong cac kt qu tim kim ma quén i vic m bo an
toan cho Website, ti khi s vic xy ra thi & quad mun. Bai vit di ay s gii thiu ti cdc bn 20 bc bo mt cho
Website Joomla va gim thiu cdc nguy c tn céng t Internet.

01. Luon cp nht phién bn mi nht (Joomla 1.0.x, Joomla 1.5)
02. Ch nén download Joomla! t website chinh thc Joomlacode.org va kim tra ma xac thc MD5 (nu cé)
03. Xéa thng tay nhng th mc hoc file khéng con s dng. Sau khi cai t thanh cong Joomla, bn phi x6a

toan b th mc "installation". Nu bn upload |én Host b cai Joomla nh dng nén (*.zip), bn cng cn phi
x06a b file nén nay. Tt nht la khéng nén i file hoc th mc gi ngoai géi Joomla.
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04. Tng cng bo v cho file cu hinh "configuration.php" bng cach chuyn no ra khi th mc public (thng
c6 tén la public_html) va i quyn hn sang CHMOD 644.

05. i tén tai khon truy nhp Joomla thay vi tai khon mc nh "admin". Bc nay tng chng rt n gin nhng li
ngn chn c khd nhiu cuc tn c6ng. [Xem thém]

06. Chn cac truy vn nguy him nh file ".htaccess"

07. Bo v cac th mc nhy cm, chng hn th mc "administrator" théng qua file ".htaccess"
08. Gii hn cac IP truy cp ti cac th mc nhy cm thong qua file ".htaccess"

09. Chn Host c6 h tr PHP5.

10. S dng cac cbéng c ni ting nh PHPsuExec, php_suexec va suPHP.

11. Nu cé th, hay yéu cu Server np cac module mod_security va mod_rewrite Ic va chn cac truy vn
nguy him.

12. S dng tai khon MySQL & c thit Ip quyn gii hn (khéng s dng tai khon root).

13. C gng nang cp cac on ma sang PHP5. Riéng gdi Joomla thi bn khdng cn lo Ing vi ngay t ban u né
a c thit k tng thich vi PHP5.

14. C gng khdéng s dng cac thanh phn m rng yéu cu "safe_mode" ca PHP.
15. Joomla! Register Globals Emulation.

Bn cn phi chc chn rng bin "register global emulation" c thit Ip thanh OFF. Hay m tp "global.php", tim
dong define('RG_EMULATION', 1) va i né thanh

define('RG_EMULATION', 0)
Register Globals

m bo rng Register Globals c thit Ip thanh OFF. Nu khéng hay lién h vi Server ca bn i né thanh OFF
hoc m tp .htaccess va thém vao on ma sau

php_flag register_globals off.

16. Thit Ip quyn truy cp (CHMOD) cac th mc sang 755, cac file sang 644. Bn cé th vao Site -->
Global Configuration --> Server thit Ip cac quyn nay cho th mc va file. Bn cng cé th s dng mt cong
c FTP nh Filezilla, SmartFTP, WS_FTP, Net2FTP... CHMOD. Lu y: Mt s thanh phn m rng trong qua
trinh cai t cé th yéu cu quyn truy cp 777.

17. X6a b toan b cac template khong s dng khi th mc "templates" va khong t bt c on ma nhy cm
nao vao cac file trong template.

18. Thué mt chuyén gia bo mt Joomla! kim tra toan b Website ca bn.

19. Sao lu toan b Website theo nh k

iu u tién va cng la quan trng nht la bn phi thng xuyén sao lu toan b Website bao gm c th mc cha
Joomla va c s d liu MySQL. Hay Ip Ich it nht mt In trong tun (khuyn cao la mi ngay mtIn) thc hin sao
Iu. Bn s tit kim c rt nhiu cdng sc va tin ca khi Website b tn cong va ch mt vai phdt hoc vai chc phat
khoi phc li gn nh toan b.

20. Kim tra cac thanh phn m rng (module, component, mambot/plugin) ca cac hang th ba

Mt s Website cé th b tn cdng théng qua cac li bo mt nm trong céc thanh phn m rng c cai t thém t
hang th ba. Do vy bn cng luon phi chc chn rng nu minh cé cai t cac thanh phn m rng t hang th ba
thi 6 phi la céc phién bn mi nht.

Khuyn cao: Hay hn ch ti mc ti a vic cai t cac thanh phn m rng t hdng th ba. Ngoai ra khi bn quyt nh g
mt thanh phn m rng nao 6 khi h thng thi bn cng x6a ¢ cdc bng c s d liu lién quan.

Hng dn Chmod an toan, bo mt cho website chy shared hosting
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1.CHMOD th mc Public_html thanh 710 thay vi 750 mc nh vic nay s gilp bn bo v ¢ cu tric Website
ca minh.

2.CHMOD th mc la 701 va c gng ng bao gi CHMOD 777, cé mt s folder ko quan trng, bn cé th
CHMOD 755 c6 th hinth tng va y mt s ni dung trong Folder 6 .

3.CHMOD tp tin config va céc file index.php ca site thanh 400 thay vi 644 thng dung, iu nay chng
hacker local va view source ca tp tin nay

4 .Cac file index

Hng dn reset pass admin Joomla

Trong trng hp quy khach b mt hoc quén mt khu admin i vi ma ngun Joomla, quy khach tham kho
thao tac theo bai hng dn sau thc hin reset.

Bc 1: Truy cp vao database ma website quy khach s dng thdng qua phpMyAdmin.

Bc 2: Tim table _users va truy vn > Edit user admin tng ng.

ph p & 7] server: localhost:3306 » @ Database: demopa_joomia » [ Table: pajoomla_users

HBO0) € [Z] Browse 14 Structure [ ] SQL 4 Search ¥t Insert [l Export =} Import | 4 Operations & Triggers
(Recent tables) .. ' « Showing rows 0 - 0 (1 total, Query took 0.0006 sec)
-'l-—‘_] pajoomla_messages -

i
+H joomla_messages_cfi
o palooma messages 0 | serec:
8- pajpomia_modules FROM ‘pajoomla_users
+—_] pajoomla_modules_menu LIMIT O, 30

¥ H=| pajoomla_newsfeeds

-I'-_‘_] pajoomia,_overrider Profiling [ Inline ] [ Edit ] [ Explain SQL ][ Create PHP Code ] [ Refresh ]
-;-—_] pajoomla_postinstall_mes:

I

-/ pajoomla_redirect_links Show : Startrow: |0 Number of rows: | 30 Headers every | 100 Tows
+~| pajoomla_schemas

T_‘—] pajoomla_session + Options

T_~—] TR —T— w id name username email password block sendEmail regis'
+] pajoomla_template_styles
I

+] pajoomla_ucm_base
1

B-E pajpomia_ucm_content F:i Copy @ Delete 359 Super[admin__] kythuat@demopavietnam.vn | $2y$10$bhyHTulGRd wEyKwQiObkumNxAqRpMEbT TD9eoOXUEL... 0 1/2017-
+H] pajoomla_ucm_history - User
|

+-] pajoomla_updates
I

+-] pajoomia_update_sites + Check All With selected: 7 Change (& Delete |2 Export

; | =

++ | pajoomla_update_sites_e:

+H | pajoomla_usergroups Show : Start row: |0 Number of rows: | 30 Headers every | 100 TOWS

+H | pajoomla_users |
i

Bc 3: Tim ti trng password, mc Function chn MD5 va Value thi nhp mt khu tng ng. Saué Go Iu
thay i.
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phpMyAdmin
o =2e 0 6

| (Recent tables) ... |

pajoomia_menu_types
pajoomla_messages
pajoomla_messages_cfg
pajoomla_modules
pajoomla_modules_menu
pajoomla_newsfeeds
pajoomla_overrider
pajoomla_postinstall_mes:
pajoomla_redirect_links
pajoomla_schemas
pajoomla_session
pajoomla_tags
pajoomla_template_styles
pajoomla_ucm_base
pajoomla_ucm_content
pajoomla_ucm_history
pajoomla_updates
pajoomla_update sites
pajoomla_update_sites_e:
pajoomla_usergroups
| pajoomla_users |

G-:]—lj pajoomla_user_keys

7

-

localhost:3306 » [@ Database: demopa_joomla = [ Table: pajoomia_users

[ Browse | 3 Structure [ SQL 4 Search % Insert [& Export | = Import ° Ope
Column Type Function Null Value
id int(11) | ,‘ o0
name varchar(400) | ,‘ Super User
s
username varchar(150) | r ‘ admin
s
email varchar(100) | v ‘ kythuat@demopavietnam.vn
s
password  warchar(100) | MDS v ‘ 123456789 |
s
block tinyimt(4) ® v D
sendEmail tinyint(4) ¥ | L T
o 1
registerDate datetime www.pavietnam.vn
= | otk M ‘201?4}44}1 06:34:23 =
lastvisitDate datetime | v ‘ ‘{JDDO—DD—DD 00-00-00 &
activation  varchar(100) |

r ‘ a

Sau 6, th li vic ng nhp admin vi mt khu mi.

Nu cé khé khn trong thao tac hoc thc hin khéng thanh cong, quy khach vui long gi yéu cu v
kythuat@pavietnam.vn c h tr.
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